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Checklist Resources 
 
By completing the Checklist, you would have received a customized list of resources based on the area 
you identified as needing additional work. Below is the full list of recommended resources for your 
reference.  
 

Principle 1 – Proactive not reactive; preventative not remedial 

The Privacy by Design (P by D) approach is characterized by proactive rather than reactive measures. It anticipates and 
prevents privacy-invasive events before they happen. P by D does not wait for privacy risks to materialize, nor does it 
offer remedies for resolving privacy infractions once they have occurred – it aims to prevent them from occurring. In 
short, Privacy by Design comes before-the-fact, not after. 

      

Q1. Is the leadership in the business 
committed to privacy? 

YES NO If no, review “Why you need to care 
about privacy” within this webpage. 

If yes, you are on the 
right track. 

Q2. Has the business assigned an 
individual who has responsibility for 
privacy? 

YES NO If no, develop a job spec or incorporate 
responsibilities into an existing one. 

If yes, you are on the 
right track. 

Q3. Is the role and responsibility for 
privacy documented? 

YES NO If yes, you are on the 
right track. 

Q4. Do you know what personal 
information is collected by the 
business? 

YES NO If no, Step 5: Create a data map will help 
you track this information. 

If yes, you are on the 
right track. 

Q5. Do you know where personal 
information is stored or kept? 

YES NO If yes, you are on the 
right track. 

Q6. Does the business have a process 
to deal with a privacy breach? 

YES NO If no, refer to “Key Steps for 
Organizations in Responding to Privacy 
Breaches”: 

https://www.priv.gc.ca/en/privacy-
topics/privacy-breaches/respond-to-a-
privacy-breach-at-your-
business/gl_070801_02/ 

If yes, you are on the 
right track. 

Q7. Is there a privacy training 
program for staff? 

YES NO If no, refer to Additional Resources: 
Educating Employees  
 
Includes a sample privacy clause for an 
employee Code of Conduct agreement. 
 

If yes, you are on the 
right track. 
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Principle 2 – Privacy as the default 

We can all be certain of one thing – the default rules! Privacy by Design seeks to deliver the maximum degree of privacy by ensuring 
that personal data are automatically protected in any given IT system or business practice. If an individual does nothing, their privacy 
still remains intact. No action is required on the part of the individual to protect their privacy – it is built into the system, by default. 

     

Q8. When the business collects personal information, do 
you know the reason for collecting it? 

YES NO If no, refer to definition of a 
Data Sharing Agreement in 
the Glossary. 

Also refer to the tool to 
assess privacy risks 
commonly known as a 
Privacy Risk Assessment in 
the Glossary. 

If yes, you are on the 
right track. 

Q9. Does the business have systems and procedural 
controls to ensure that personal information collected is 
necessary and NOT optional? 

YES NO If yes, you are on the 
right track. 

Q10. Is the individual provided the opportunity to give 
consent if sensitive personal information is collected? 

YES NO If no, refer to Canada’s Anti-
Spam Legislation 
 
http://www.fightspam.gc.ca
/eic/site/030.nsf/eng/00287.
html 

If yes, you are on the 
right track. 

Q11. Is the individual asked for consent if the personal 
information is used for a new reason? 

YES NO If yes, you are on the 
right track. 

Q12. Does the business have personal information that it 
no longer needs or uses? 

YES NO If yes, refer to these best 
practices for secure 
destruction of sensitive 
information: 

 https://www.ipc.on.ca/wp-
content/uploads/Resources/
naid.pdf 

If no, you are on the 
right track. 

Q13. Are only those staff who need the personal 
information for their work given access to it? 

YES NO If no, refer to the definition 
of Access Control in the 
Glossary. 

If yes, you are on the 
right track. 

 

Principle 3 – Privacy embedded into design 

Privacy is embedded into the design and architecture of IT systems and business practices. It is not bolted on as an add-
on, after the fact. The result is that it becomes an essential component of the core functionality being delivered. Privacy is 
integral to the system, without diminishing functionality. 

 

     

Q14. When the business is 
considering the introduction of new IT 
systems, programs, applications or 
business processes, is privacy 
explicitly considered in the 
documentation? 

YES NO If no, refer to “Top Ten Dos and Don’ts 
for Privacy Impact Assessments”: 

https://www.priv.gc.ca/en/privacy-
topics/privacy-impact-
assessments/02_05_d_59_pia/ 

If yes, you are on the 
right track. 
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Principle 4 – Full functionality – positive sum, not zero sum  

Privacy by Design seeks to accommodate all legitimate interests and objectives in a positive-sum “win-win” manner, not 
through a dated, zero-sum approach, where unnecessary trade-offs are made. Privacy by Design avoids the pretense of 
false dichotomies, such as privacy vs. security, demonstrating that it is possible to have both. 

     

Q15. When the business needs to find a solution involving 
personal information, is there a process for considering privacy 
along with other business objectives? 

YES NO If no, review 
“Why you need 
to care about 
privacy.” 

If yes, you are 
on the right 
track. 

 

Principle 5 – End-to-end security; full lifecycle protection 

Privacy by Design, having been embedded into the system prior to the first element of information being collected, 
extends throughout the entire lifecycle of the data involved, from start to finish. This ensures that at the end of the 
process, all data are securely destroyed, in a timely fashion. Thus, Privacy by Design ensures cradle to grave, lifecycle 
management of information, end-to-end. 

     

Q16. Does the business protect personal 
information from loss, theft, 
unauthorized alteration? 

YES NO If no, refer to the Business 
Development Bank of Canada’s “10 
questions to boost your tech 
security”. 
 
https://www.bdc.ca/en/articles-
tools/technology/invest-
technology/pages/computer-
security-how-protect-your-
technology.aspx 

If yes, you are on the 
right track. 

Q17. Does the business adequately 
protect the devices in which personal 
information is stored? 

YES NO If yes, you are on the 
right track. 

 

Principle 6 – Visibility and transparency: keep it open  

Privacy by Design seeks to assure all stakeholders that whatever the business practice or technology involved, it is in fact, 
operating according to the stated promises and objectives, subject to independent verification. Its component parts and 
operations remain visible and transparent, to users and providers alike. Remember, trust but verify. 

     

Q18. Do the individuals 
from whom you collect 
personal information 
know how the business 
uses and protects their 
information? 

YES NO  
If no, refer to the Federal Privacy Commissioner’s Office 
“Privacy policies – the good, the bad, the ugly for 
examples”: 
 
http://blog.priv.gc.ca/index.php/2013/08/13/initial-
results-from-our-internet-privacy-sweep-the-good-the-
bad-and-the-ugly/ 
 
UK’s Privacy Notices, transparency and control – 
examples of good & bad notices. 
 

If yes, you are on 
the right track. 

Q19. Do the individuals 
from whom you collect 
personal information 
know who to contact if 
they have questions 

YES NO If yes, you are on 
the right track. 
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about how the business 
deals with privacy? 

https://ico.org.uk/media/for-
organisations/documents/1625136/good-and-bad-
examples-of-privacy-notices.pdfIf no, refer to the UK’s 
Privacy Notices, transparency and control – examples of 
good & bad notices 
 
Privacycheq http://www.privacycheq.com/  IT Solution 
for mobile and website re: tool to develop a privacy 
policy and a consent management tool 
 
 
If your business has or plans to have a website,  
you will need a website privacy statement that provides 
details on what personal information is collected when 
anyone visits the website.   
 
Refer to “10 Tips for a Better Online Privacy Policy and 
Improved Privacy Practice Transparency” 
https://www.priv.gc.ca/en/about-the-
opc/publications/pp_info_201310/ 
 
 

Q20. Is there a privacy 
policy and is it publicly 
available? 

YES NO If yes, you are on 
the right track. 

Q21. Is there a process 
about how the business 
will handle complaints 
from individuals about 
issues involving their 
personal information? 

YES NO If yes, you are on 
the right track. 

 

Principle 7 – Respect for user privacy – keep it user-centric  

Above all, Privacy by Design requires architects and operators to keep the interests of the individual uppermost by 
offering such measures as strong privacy defaults, appropriate notice, and empowering user-friendly options. Keep it 
user-centric. 

     

Q22.  When the 
business collects or 
handles personal 
information, do 
staff keep the 
interests of the 
individuals to 
whom the 
information 
relates? 

YES NO If no, refer to Additional Resources: Educating Employees  
 
Includes a sample privacy clause for an employee Code of Conduct 
agreement. 
 
If your organization uses social media, you may want to develop a 
social media policy for staff.  
 
Refer to Additional Resource: Social Media Policy Template 
 

If yes, you are 
on the right 
track. 

Q23. Are 
individuals given a 
choice to 
withdraw, opt-out 
or remove their 
personal 
information? 

YES NO If no Refer to Canada’s Anti-Spam Legislation 
 
http://www.fightspam.gc.ca/eic/site/030.nsf/eng/00287.html 

If yes, you are 
on the right 
track. 

Q24. Is there a way 
for individuals to 
access and if 
necessary, make 
corrections if their 
personal 
information is not 
accurate? 

YES NO If no, refer to the Federal Privacy Commissioner’s step-by-step 
guide:  https://www.priv.gc.ca/en/privacy-topics/access-to-
personal-information/giving-individuals-access-to-their-personal-
information/02_05_d_54_ati_02/ 

If yes, you are 
on the right 
track. 

http://www.privacycheq.com/
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Further Reading 
 
Want to learn more? Here are some reads we would recommend.  
 
Privacy by Design.  Implementation and Mapping of Fair Information Practices. 2010. 
http://www.ontla.on.ca/library/repository/mon/24005/301946.pdf 
 
Operationalizing Privacy by Design:  A Guide to Implementing Strong Privacy Practices. 2012. 
http://www.ontla.on.ca/library/repository/mon/26012/320221.pdf 
  

http://www.ontla.on.ca/library/repository/mon/24005/301946.pdf
http://www.ontla.on.ca/library/repository/mon/26012/320221.pdf
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